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Sector Outreach and Programs
Division (SOPD)

= Mission:

= To build, align, and leverage national public-private stakeholder
partnerships and partnership programs to enhance critical
Infrastructure security and resilience.
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Sector Outreach and Programs
Division (SOPD)

= SOPD mission executed through:
= Education and Training.
= EXercises.
= Tools.
= |[nformation Sharing.
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Education and Training

= Vehicle Inspection Guide

= How to mitigate risk from Vehicle Borne Improvised Explosive
Devices (VBIED) and strengthen protection of critical infrastructure
by providing a step-by-step explanation of how to conduct a
thorough vehicle inspection systematically, efficiently, and safely.

= For more information contact the IP Protective Security
Coordination Division, Office of Bombing Prevention at:
OBP@hg.dhs.gov.
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Education and Training

= Chemical Sector Training and Resources Guide

= The guide contains a list of free or low-cost training, Web-based
classes, seminars, and documents that are routinely available
through one of several component agencies within DHS.

= For more information contact the Chemical SSA at:
ChemicalSector@hqg.dhs.gov.
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Education and Training

= Workplace Security Awareness

= The course promotes workplace security practices applicable
across all 16 critical infrastructure sectors. Threat scenarios
Include: Access & Security Control, Criminal & Suspicious
Activities, Workplace Violence, and Cyber Threats.

= FEMA website: http://training.fema.gov/EMIWeb/IS/IS906.asp.
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Education and Training

= Survelllance Awareness: What You Can Do

= This course provides an overview of surveillance activities and the
Indicators associated with them, as well as the actions that
employees and service providers can take to report potential
survelllance incidents.

= Certificate awarded at completion of course.

= FEMA website:

http://training.fema.gov/EMIWeb/IS/courseQOverview.aspx?code=|
S-914.
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Exercises

= Dealing with Workplace Violence Tabletop Exercises

» This exercise addresses workplace active- shooter situations
through three modules: the pre-incident phase, including
recognizing potential warning signs of workplace violence; the
Incident and response phase; and the assessment phase.

= For more information contact the Sector Outreach and Programs
Division at: SOPDExecSec@dhs.gov.
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Exercises

* Regional Resiliency Assessment Program (RRAP) Discussion
Based Exercises

» These exercises are offered to those jurisdictions participating in
the RRAP. The core objective will be to determine changes to a
jurisdiction’s/sector’s overall baseline resilience as a result of the

Implementation of suggested protective measures highlighted by
the RRAP process.

= For more information contact the Sector Outreach and Programs
Division at: ip.exercise@hg.dhs.gov.
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Exercises

= Emergency Services Sector-Specific Tabletop Exercise
Program (ES-SSTEP)

= This tool allows critical emergency services personnel to develop
Interactive, discussion-based exercises for their communities of
Interest, be it at the sector or a facility level.

= For access and more information, contact the Emergency
Services Sector at: ESSTeam@hg.dhs.gov
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Tools

* Homeland Security Information Network (HSIN)

= Web-based knowledge management tool that provides reliable

and secure information sharing between partners engaged in the
homeland security mission.

= HSIN is a secure system and access to compartments is granted
by invitation only. Applications can be obtained by sending a
request to: CIKRISEaccess@hg.dhs.gov.

= For more information, visit: www.dhs.gov/hsin or contact the HSIN
Help Desk: 1-866-430-0162, hsin.helpdesk@dhs.gov.
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Tools

* Business Continuity Planning Suite

= The Suite includes: business continuity planning training, business

continuity and disaster recovery plan generators, and a business
continuity plan validation.

= The planning suite can be located at:
http://www.ready.gov/business-continuity-planning-suite.

~a/ Homeland

& Security

12


http://www.ready.gov/business-continuity-planning-suite

Tools

= Suspicious Activity Reporting for Critical Infrastructure Tool

= Critical infrastructure stakeholders can report suspicious or
unusual activities to the government via sector portals on the
Homeland Security Information Network-Critical Infrastructure
(HSIN-CI). Reports submitted via the tool are reviewed by the
National Infrastructure Coordinating Center (NICC), shared with
appropriate government recipients, redacted and posted to HSIN-
Cl.

*= To request access to HSIN-CI, please contact: HSINCl@dhs.gov.
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Information Sharing

= HSIN CI

= Govdelivery.com
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Other Resources

Private Sector http://www.dhs.gov/sites/default/
resources Catalog files/publications/Policy-

PSO/private_sector_resource c
& omsi atalog_December 2012.pdf
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